
The Hidden Power of Error Correction Codes
For Non Volatile Memories
Non-volatile memories (NVM) have revolutionized the data storage industry,
offering high-density and low-power solutions for a wide range of applications.
From smartphones to data centers, NVMs have become an integral part of our
digital infrastructure. However, like any other storage medium, NVMs are prone to
errors, which can lead to data corruption and loss. To tackle this issue, error
correction codes (ECC) play a crucial role in ensuring data integrity and reliability.

What exactly are Error Correction Codes?

Error Correction Codes are mathematical algorithms used to detect and correct
errors in data. They work by adding extra bits to the original data, which allow the
receiver to identify and fix the errors that might have occurred during the data
transmission or storage process. ECCs are essential in providing robustness to
NVMs, making them more reliable and resistant to data corruption.

Why are ECCs necessary for Non Volatile Memories?

NVM-based storage devices face multiple challenges that make error correction
necessary. Unlike volatile memories (RAM), which lose their stored data when the
power is turned off, NVMs retain data even without power. However, this
persistent nature of NVMs also makes them susceptible to various types of errors
such as program/erase disturbances, read disturbs, and write disturbances.
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Program/erase disturbances occur when data is programmed or erased on the
NVM cells, causing neighboring cells to experience unintentional changes. This
can lead to data corruption and make it difficult to retrieve the correct information
from the memory. Read and write disturbs, on the other hand, arise from
accessing nearby memory cells during read or write operations, resulting in
unwanted bit flips and silent data corruption.

These sources of errors necessitate the use of error correction codes in NVMs to
ensure data integrity and reliability. By detecting and correcting errors, ECCs
minimize the impact of these disturbances and enhance the overall performance
of non-volatile memories.

Types of Error Correction Codes

There are several types of error correction codes commonly used in non-volatile
memories:

1. Hamming Codes

Hamming codes are among the simplest error correction codes, adding parity bits
to the data to detect and correct single-bit errors. They work well for small data
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sizes and have low computational overhead.

2. Reed-Solomon Codes

Reed-Solomon codes are widely used in a variety of applications, including
NVMs. They are capable of detecting and correcting multiple errors, making them
suited for more complex error scenarios.

3. Bose-Chaudhuri-Hocquenghem (BCH) Codes

BCH codes are an extension of Reed-Solomon codes and provide powerful error
correction capabilities. They can handle both burst and random errors, which are
common in NVMs, ensuring reliable data storage and retrieval.

4. Low-Density Parity Check (LDPC) Codes

LDPC codes are highly efficient error correction codes that offer excellent error
correction capabilities with low computational overhead. They are extensively
used in modern storage devices, including NVMs, due to their high reliability and
performance.

The Benefits of Using Error Correction Codes in NVMs

By implementing error correction codes in non-volatile memories, several
significant benefits can be achieved:

1. Enhanced Data Reliability

Error correction codes help in detecting and correcting errors, ultimately
improving the overall data reliability of NVMs. This ensures that the stored data
remains intact and can be retrieved accurately, minimizing the risk of data
corruption or loss.

2. Extended Lifespan of NVMs



Errors in NVMs can lead to cell degradation and wear-out. By employing error
correction codes, the impact of errors can be mitigated, extending the lifespan of
NVMs and optimizing their performance.

3. Improved Storage Efficiency

With the use of error correction codes, data redundancy can be reduced, allowing
for more efficient use of storage space. This results in improved storage capacity,
making NVMs even more cost-effective and practical.

4. Faster Data Access

Since error correction codes enable the detection and correction of errors, the
time required for error recovery is significantly reduced. This translates into faster
data access and improved system responsiveness.

The Future of Error Correction Codes

As non-volatile memories continue to advance in capacity and performance, error
correction codes will play an increasingly critical role. With the emergence of
novel NVM technologies, such as resistive RAM and phase-change memory, new
error correction schemes are being developed to address the specific challenges
posed by these technologies.

Moreover, the growing importance of data integrity and reliability in various
industries, including cloud computing and autonomous vehicles, further
emphasizes the need for robust error correction codes for non-volatile memories.

In , error correction codes are essential components in ensuring the integrity and
reliability of non-volatile memories. By detecting and correcting errors, ECCs
enhance the performance, lifespan, and efficiency of NVM-based storage
devices. As NVM technologies continue to evolve, so will the error correction



codes, pushing the boundaries of data storage and enabling new possibilities in
the digital era.
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Nowadays it is hard to find an electronic device which does not use codes: for
example, we listen to music via heavily encoded audio CD's and we watch
movies via encoded DVD's. There is at least one area where the use of
encoding/decoding is not so developed, yet: Flash non-volatile memories. Flash
memory high-density, low power, cost effectiveness, and scalable design make it
an ideal choice to fuel the explosion of multimedia products, like USB keys, MP3
players, digital cameras and solid-state disk.

In ECC for Non-Volatile Memories the authors expose the basics of coding theory
needed to understand the application to memories, as well as the relevant design
topics, with reference to both NOR and NAND Flash architectures. A collection of
software routines is also included for better understanding.

The authors form a research group (now at Qimonda) which is the typical
example of a fruitful collaboration between mathematicians and engineers.
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